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Formal Verification I

Formal verification givesorrectness guaranteedor all possible behaviors

1. Modelthesystem
(a) Can includeplant, controller— abstract or refined

(b) Can includedisturbancesunknown parameters
2. Specifythe property— safety, stability

3. Formallyverify if propertyis ever violated in the systemodel
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Why Formal Verification? I

Why use formal verification?

1. Alternative to doingsimulationandtesting
2. Equivalent to doing aanalytic proof
3. Do anew proof or machine check/validai@ hand proof
4. Verify differentsafety and stabilityproperties
5. Redo proofs if design ishanged
6. Applies to bothdesignandimplementation
7. Carry proofswith design/code... help icertification
= /
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Classical Verification Approacheﬂ

Broadly classified into two groups—

e Static
o Iterative over-approximation of the reachable set

o Abstraction

e Dynamicor Run-Time
o Monitoring

o Smart simulations
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Bounded Verification.

Bounded Verification is different static techniqufor

Safety and Stability verificatioof
Discrete ContinuousandHybrid dynamicalsystems

e Reduceverification problento constraint solving

e Usemodern constraint solvete solve the constraint
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Outline/SummaryI

Part |I: Bounded Verification
Part ll: SolvingdV formulas

Part lll:  Analyzingadaptive flight control
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Part |: Bounded Verification I
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Bounded Verification'

A generic static approadbr verificationbased orsymbolic constraint solving

Key Observation 1Verification = searching foright witness

Property Witness

Stability Lyapunov function
Safety Inductive Invariant
Liveness Ranking function
Controllability | Controlled Invariant

How to find the right witness?
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Finding the Witness'

Key idea 2 Bounded search for withesses of@ecific form

High-level outline of the procedure

1. Fix a form (emplatg for the witness function
Quadratic templateiz? + by?

2. Existence of a witnhess (of the chosen form) is encodedcasatraint

d
Ja,b: Vo, y: ax® +by® > c = %(aajz—kbyz) <0

3. Solve the constraint
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Overview of Bounded Verification'

Given a system ove$ (%, 24), and (optionally) property:

e Guess template for the witneB3(a, )
e Guess template for the assumptiﬂ(f;, zg) (if any)

e Generate thév verification condition 3@, b : VZ, 2 : A(b,Zg) A--- = ¢

o Formula¢ states thatV is a witness forS and P

e Solvethe formula to get values far andb
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/ Example of Bounded Verification' \

Consider thesystem

da:l

a T
dCBQ

r = X1 — Tgt+ X4

Initially: 1 = 0,29 =1
Property |z1| < 1 always

Guess

o Template fowitnessW := az? + b3 + ¢

K-Template forassumptioM := |x4| < d /
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Verification Condition da, b, c,d : Vx1, 29,24 :

Example Continued

513120/\162:1 = WSO

ANW=0 = %—T<O

Ask contraint solver for satisfiability of above formula
Solversaysu =1,b=1,c=—-1,d=1
T =0 A 2o=1 = zi+x5-1<0
gl <1 A 22 4+25—-1=0 = 2x1(—21 —22) +2x2(x1 — 22+ 24) <O
P4 —1<0 = |21 <1

ths provesthat|z;| < 1 always. /
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Related Work'

The bounded verification approach encompasses

e Template-based invariant generation (SankaranarayananSMO04, T04,
Kapur05)

e Barrier certificates (PrajnaJ04)

e Constraint-based approach for verification (GulwaniT08)

Bounded verificatioms the dual obhounded falsification
(or, bounded model checking)

Therealproblem isdecidingdVv formulas over the reals
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Part Il: Solving 3V formulas'
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Solving 3V formulas'

Bounded verification: verification of hybrid systemschecking validity of
Ju :Vx: ¢

Wheng contains only polynomials, this is decidable (e.g. QEPCAD)
We are developing moneracticalprocedures to decidew : Vz : ¢
By adapting our procedure for solvitig : ¢
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/ Procedure for Nonlinear Reala \

The approach igeneralizatiorof Simplex

e Introduceslack variables.t. all inequality constraints are of the form
v>0,0orw >0

P=0, @ >0, —
P=0, —v=0, , >0, w>0
e Searclfor a polynomialp s.t.
P=0 = p=
v>0,w>0 = p>0

e To search fop, compute th&robner basigor P using different possible

\orderings (pivot) /
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Example'

lzgl <1 A 22+ 23 —1=0=221(—21 —x2) + 222(x1 — T2 + 24) <O

~

—1 < xy, xg < 1, 3+ a5 =1, —2x% — 223 + 2x0wq > 0
rg=v1—1, x9=—-v2+1, z9=—25+1, —227=2x3— 21974+ W
rg=vi—1, vi=—-v3+2, z¢=-25+1, 2x974=w+2

4r312 = (w + 2)*

42 = dxtzid + (w + 2)?

-

0 =4vivy + 4:1:%:1:3 + w? + 4w
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/ Positivstellensata \

What guarantees the existence of such a withess?

The constraint

{p=0:pecPtU{qg>0:qeQ}U{r#0:7re R}

IS unsatisfiable (over the reals) iff
there exist polynomials, ¢, andr such that

p € Ideal(P) {Xipiqi - pi € P}
q € ConelQ)] {¥is?q1q2 ... qrx 1 qj € Q}
r € [R] {rirg...1x : 1 € R}
p+qg+1r2=0
\We are searching for thi“+ ¢ + r2” by pivoting /
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Discussion and Conclusio!I

e The template+constraint-solving approachierentfrom theusual
verification approaches

o reachability abstraction
e Bounded Falsification (BMCys. Bounded Verification

e This is theclassicalapproach — onlglightly modifiedto
o generate morprecise non-convegonstraints
o solved using modern solvers

e Systems haveeverainvariants/Lyapunov functions — that can be searched
usingfew templates

e Correct systems have simple witnesses
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/ Future Challengeﬂ \

e Proof ruledor verification of hybrid systems

e Solver fornonlinear constraints
o Solver ford formulas
o Solver fordVv formulas
o Need to balanceompletenesandefficiency

o Domain-specifihieuristics
e Automation for template generatidor specific domains
e Runtime Analysismonitorthe invariants

e Cheaper invariants using cheaper analysis

(Compose assumptions and guarantees /
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