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Formal Verification

Formal verification givescorrectness guarantees– for all possible behaviors

1. Model thesystem

(a) Can includeplant, controller– abstract or refined

(b) Can includedisturbances, unknown parameters

2. Specifytheproperty– safety, stability

3. Formallyverify if propertyis ever violated in the systemmodel
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Why Formal Verification?

Why use formal verification?

1. Alternative to doingsimulationandtesting

2. Equivalent to doing ananalytic proof

3. Do anew proof, or machine check/validatea hand proof

4. Verify differentsafety and stabilityproperties

5. Redo proofs if design ischanged

6. Applies to bothdesignandimplementation

7. Carry proofswith design/code... help incertification
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Classical Verification Approaches

Broadly classified into two groups–

• Static

◦ Iterative over-approximation of the reachable set

◦ Abstraction

• Dynamicor Run-Time

◦ Monitoring

◦ Smart simulations
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Bounded Verification

Bounded Verification is adifferent static techniquefor

Safety and Stability verificationof

Discrete, ContinuousandHybrid dynamicalsystems

• Reduceverification problemto constraint solving

• Usemodern constraint solversto solve the constraint
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Outline/Summary

Part I: Bounded Verification

Part II: Solving∃∀ formulas

Part III: Analyzingadaptive flight control
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Part I: Bounded Verification
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Bounded Verification

A generic static approachfor verificationbased onsymbolic constraint solving

Key Observation 1: Verification = searching forright witness

Property Witness

Stability Lyapunov function

Safety Inductive Invariant

Liveness Ranking function

Controllability Controlled Invariant

How to find the right witness?
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Finding the Witness

Key idea 2: Bounded search for witnesses of aspecific form

High-level outline of the procedure:

1. Fix a form (template) for the witness function

Quadratic template:ax2 + by2

2. Existence of a witness (of the chosen form) is encoded as aconstraint

∃a, b : ∀x, y : ax2 + by2 ≥ c ⇒ d

dt
(ax2 + by2) < 0

3. Solve the constraint
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Overview of Bounded Verification

Given a system overS(~x, ~xd), and (optionally) propertyP :

• Guess template for the witnessW (~a, ~x)

• Guess template for the assumptionA(~b, ~xd) (if any)

• Generate the∃∀ verification condition: ∃~a,~b : ∀~x, ~xd : A(~b, ~xd) ∧ · · · ⇒ φ

◦ Formulaφ states thatW is a witness forS andP

• Solvethe formula to get values for~a and~b
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Example of Bounded Verification

Consider thesystem:

dx1

dt
= −x1 − x2

dx2

dt
= x1 − x2 + xd

Initially : x1 = 0, x2 = 1

Property: |x1| ≤ 1 always

Guess

• Template forwitnessW := ax2
1 + bx2

2 + c

• Template forassumptionA := |xd| < d
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Example Continued

Verification Condition: ∃a, b, c, d : ∀x1, x2, xd :

x1 = 0 ∧ x2 = 1 ⇒ W ≤ 0

A ∧ W = 0 ⇒ dW

dt
< 0

W ≤ 0 ⇒ |x1| ≤ 1

Ask contraint solver for satisfiability of above formula

Solver says:a = 1, b = 1, c = −1, d = 1

x1 = 0 ∧ x2 = 1 ⇒ x2
1 + x2

2 − 1 ≤ 0

|xd| < 1 ∧ x2
1 + x2

2 − 1 = 0 ⇒ 2x1(−x1 − x2) + 2x2(x1 − x2 + xd) < 0

x2
1 + x2

2 − 1 ≤ 0 ⇒ |x1| ≤ 1

Thisprovesthat|x1| ≤ 1 always.
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Related Work

The bounded verification approach encompasses

• Template-based invariant generation (SankaranarayananSM04, T04,

Kapur05)

• Barrier certificates (PrajnaJ04)

• Constraint-based approach for verification (GulwaniT08)

Bounded verificationis the dual ofbounded falsification

(or, bounded model checking)

Therealproblem isdeciding∃∀ formulas over the reals
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Part II: Solving ∃∀ formulas
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Solving∃∀ formulas

Bounded verification: verification of hybrid systems7→ checking validity of

∃~u : ∀~x : φ

Whenφ contains only polynomials, this is decidable (e.g. QEPCAD)

We are developing morepracticalprocedures to decide∃~u : ∀~x : φ

By adapting our procedure for solving∀~x : φ
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Procedure for Nonlinear Reals

The approach isgeneralizationof Simplex

• Introduceslack variabless.t. all inequality constraints are of the form

v > 0, or w ≥ 0

P = 0, Q > 0, R ≥ 0 7→
P = 0, Q− ~v = 0, R− ~w = 0, ~v > 0, ~w ≥ 0

• Searchfor a polynomialp s.t.

P = 0 ⇒ p = 0

~v > 0, ~w ≥ 0 ⇒ p > 0

• To search forp, compute theGröbner basisfor P using different possible

orderings (pivot)
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Example

|xd| < 1 ∧ x2
1 + x2

2 − 1 = 0 ⇒ 2x1(−x1 − x2) + 2x2(x1 − x2 + xd) < 0

−1 < xd, xd < 1, x2
1 + x2

2 = 1, −2x2
1 − 2x2

2 + 2x2xd ≥ 0

xd = v1 − 1, xd = −v2 + 1, x2
1 = −x2

2 + 1, −2x2
1 = 2x2

2 − 2x2xd + w

xd = v1 − 1, v1 = −v2 + 2, x2
1 = −x2

2 + 1, 2x2xd = w + 2

4x2
2x

2
d = (w + 2)2

4x2
d = 4x2

1x
2
d + (w + 2)2

0 = 4v1v2 + 4x2
1x

2
d + w2 + 4w
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Positivstellensatz

What guarantees the existence of such a witness?

The constraint

{p = 0 : p ∈ P} ∪ {q ≥ 0 : q ∈ Q} ∪ {r 6= 0 : r ∈ R}

is unsatisfiable (over the reals) iff

there exist polynomialsp, q, andr such that

p ∈ Ideal(P ) {Σipiqi : pi ∈ P}
q ∈ Cone[Q] {Σis

2
i q1q2 . . . qk : qj ∈ Q}

r ∈ [R] {r1r2 . . . rk : ri ∈ R}
p + q + r2 ≡ 0

We are searching for this “p + q + r2” by pivoting
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Discussion and Conclusion

• The template+constraint-solving approach isdifferentfrom theusual

verification approaches

◦ reachability, abstraction

• Bounded Falsification (BMC)vs. Bounded Verification

• This is theclassicalapproach – onlyslightly modifiedto

◦ generate moreprecise non-convexconstraints

◦ solved using modern solvers

• Systems haveseveralinvariants/Lyapunov functions – that can be searched

usingfew templates

• Correct systems have simple witnesses
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Future Challenges

• Proof rulesfor verification of hybrid systems

• Solver fornonlinear constraints

◦ Solver for∃ formulas

◦ Solver for∃∀ formulas

◦ Need to balancecompletenessandefficiency

◦ Domain-specificheuristics

• Automation for template generationfor specific domains

• Runtime Analysis: monitorthe invariants

• Cheaper invariants using cheaper analysis

• Compose assumptions and guarantees
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