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Abstract

In this paper, we consider Kalman filtering over a packet-delaying network. Given the probability distribution of the delay, we
can completely characterize the filter performance via a probabilistic approach. We assume the estimator maintains a buffer
of length D so that at each time k, the estimator is able to retrieve all available data packets up to time k − D + 1. Both
the cases of sensor with and without necessary computation capability for filter updates are considered. When the sensor has
no computation capability, for a given D, we give lower and upper bounds on the probability for which the estimation error
covariance is within a prescribed bound. When the sensor has computation capability, we show that the previously derived
lower and upper bounds are equal to each other. An approach for determining the minimum buffer length for a required
performance in probability is given and an evaluation on the number of expected filter updates is provided. Examples are
provided to demonstrate the theory developed in the paper.
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1 Introduction

The Kalman filter has played a central role in systems
theory and has found wide applications in many fields
such as control, signal processing, and communications.
In the standard Kalman filter, it is assumed that sen-
sor data are transmitted along perfect communication
channels and are available to the estimator either instan-
taneously or with some fixed delays and no interaction
between communication and control is considered. This
abstraction has been adopted until recently when net-
works, especially wireless networks, are used in sensing
and control systems for transmitting data from sensor
to controller and/or from controller to actuator. While
having many advantages such as low cost and flexibility,
networks also induce many new issues due to their lim-
ited capabilities and uncertainties such as limited band-
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width, packet losses, and latency. On the other hand, in
wireless sensor networks, sensor nodes also have limited
computation capability in addition to their limitations
in communications. These constraints undoubtedly af-
fect system performance or even stability and cannot be
neglected when designing estimation and control algo-
rithms, which has inspired a lot of research in control
with communication constraints; see the survey [1] and
the references therein.

In recent years, networked control problems have gained
much interest. In particular, the state estimation prob-
lem over a network has been widely studied. The problem
of state estimation and stabilization of a linear time in-
variant(LTI) system over a digital communication chan-
nel which has a finite bandwidth capacity was intro-
duced by Wong and Brockett [2, 3] and further pursued
by others (e.g., in [4–7]). Sinopoli et al. [8] discussed
how packet loss can affect state estimation. They showed
there exists a certain threshold of the packet loss rate
above which the state estimation error diverges in the
expected sense, i.e., the expected value of the error co-
variance matrix becomes unbounded as time goes to in-
finity. They also provided lower and upper bounds of the
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threshold value. Following the spirit of [8], Liu and Gold-
smith [9] extended the idea to the case where there are
multiple sensors and the packets arriving from different
sensors are dropped independently. They provided sim-
ilar bounds on the packet loss rate for a stable estimate,
again in the expected sense. [10, 11] characterize packet
losses as a Markov chain and give some sufficient and
necessary stability conditions under the notion of peak
covariance stability. The drawback of using mean covari-
ance matrix as a stability measure is that it may conceal
the fact that events with arbitrarily low probability may
make the mean value diverge. Different from [8, 10, 11],
Shi et al. [12] investigates the stability of the Kalman
filter via a probabilistic approach.

The problem of the Kalman filtering for systems with
delayed measurements is not new and has been studied
even before the emergence of networked control [13,14].
It has been well known that discrete-time systems with
constant or known time-varying bounded measurement
delays may be handled by state augmentation in con-
junction with the standard Kalman filtering or by the re-
organized innovation approach in [15–17]. Although sen-
sor data are usually time-stamped and thus transmission
delays are known to the filter, the delays in networked
systems are random in nature. Thus, the state augmen-
tation and the reorganized innovation approaches are
generally not applicable.

For the problem of randomly delayed measurements,
Ray et al. [13] present a modification of the conventional
minimum variance state estimator to accommodate the
effects of the random arrival of measurements whereas a
suboptimal filter in the least mean square sense is given
in [14]. In [18], a recursive minimum variance state esti-
mator is presented for linear discrete-time partially ob-
served systems where the observations are transmitted
by communication channels with randomly independent
delays. Using covariance information, recursive least-
squares linear estimators for signals with random delays
are studied in [19]. Furthermore, the filtering problems
with random delays and missing measurements have
been investigated in [20–22] via the linear matrix in-
equality and the Riccati equation approaches, respec-
tively. Note that most of the aforementioned work is con-
cerned with the optimal or suboptimal average design
where the mean filtering error covariance is taken with
respect to a random i.i.d. variable that characterizes the
random delay in addition to the process and measure-
ment noises and the initial state. Thus, the derived fil-
ter is in fact suboptimal when the delay is known on-
line. There has been no systematic analysis on the per-
formance of the Kalman filter which offers the optimal
filtering performance for systems with random measure-
ment delay available on-line.

The goal of the present work is to study the performance
of Kalman filter under random measurement delay. We
assume that the probability distribution of the delay is

given and aim to give a complete characterization of
filter performance by a probabilistic approach. Due to
the limited computation capability of the filtering cen-
ter and also in consideration of the fact that a late ar-
riving measurement related to the system state in the
far past may not contribute much to the improvement
of the accuracy of the current estimate, it is practically
important to determine a proper buffer length for mea-
surement data within which a measurement will be used
to update the current state and beyond which the data
will be discarded. The buffer provides a tradeoff between
performance and computational load. In the paper, for a
given buffer length, we shall give lower and upper bounds
for the probability at which the filtering error covari-
ance is within a prescribed bound, i.e., Pr[Pk ≤ M ] for
some given M . The upper and lower bounds can be eas-
ily evaluated by the probability distribution of the delay
and the system dynamics. An approach for determining
the minimum buffer length for a required performance
in probability is given and an evaluation on the number
of expected filter updates is provided. Both the cases of
sensor with and without necessary computation capabil-
ity for filter updates are considered. To the best of our
knowledge, the present paper is the first in dealing with
the Kalman filtering performance analysis in networked
systems with random measurement delay. Our results
will have both theoretical and practical importance in
networked sensing and control.

The rest of the paper is organized as follows. In Section 2,
the mathematical models of the problem are given. In
Section 3, we consider the case when measurement data
is sent via the delaying network, and we provide lower
and upper bounds for Pr[Pk ≤ M ]. In Section 4, we
consider the case when sensor estimate is sent via the
delaying network, and we show that the previously de-
rived lower and upper bounds equal to each other and
hence give an exact form of Pr[Pk ≤ M ]. Examples are
provided in Section 5 to demonstrate the theory devel-
oped in the paper. Some concluding remarks are given
in the end.

2 Problem Setup

2.1 System Model

We consider the problem of state estimation over a
packet-delaying network as seen from Fig. 1. The pro-
cess dynamics and sensor measurement equation are
given as follows:

xk = Axk−1 + wk−1, (1)

yk = Cxk + vk. (2)

In the above equations, xk ∈ IRn is the state vector,
yk ∈ IRm is the observation vector, wk−1 ∈ IRn and
vk ∈ IRm are zero mean white Gaussian random vectors
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Fig. 1. System Block Diagram

with E[wkwj
′] = δkjQ, Q ≥ 0, E[vkvj

′] = δkjR, R > 0,
E[wkvj

′] = 0 ∀j, k, where δkj = 0 if k 6= j and δkj = 1
otherwise. We assume that the pair (A, C) is observable,
(A,

√
Q) is controllable.

Depending on its computational capability, the sensor
can either send yk or preprocess yk and send x̂s

k to the
remote estimator, where x̂s

k is defined at the sensor as

x̂s
k , E[xk|y1, · · · , yk].

The two cases correspond to the two scenarios in Fig. 1,
i.e., sensor without/with computation capability.

2.2 Network Delay Model

After taking a measurement at time k, the sensor sends
yk (or x̂s

k) to a remote estimator for generating the state
estimate. We assume that the measurement data packets
from the sensor are to be sent across a packet-delaying
network, with negligible quantization effects, to the es-
timator. Each yk (or x̂s

k) is delayed by dk times, where
dk is a random variable described by a probability mass
function f , i.e.,

f(j) = Pr[dk = j], j = 0, 1, · · · (3)

For simplicity, we assume dk1
and dk2

are independent
if k1 6= k2. Similar to [23], we can use a markov chain
to model consecutive data packet delays, and the results
extend straightforward to that case. Notice that the i.i.d
packet drop with drop rate 1− γ considered in the liter-
ature can be treated as a special case here, i.e.,

f(0) = γ, f(∞) = 1 − γ, f(j) = 0, 1 ≤ j < ∞.

Thus the theory developed in the paper includes the
packet drop analysis as well.

2.3 Problems of Interest

Define the following state estimate and other quantities
at the remote estimator

x̂−

k , E[xk|all data packets up to k − 1],

x̂k , E[xk|all data packets up to k],

P−

k , E[(xk − x̂−

k )(xk − x̂−

k )′],

Pk , E[(xk − x̂k)(xk − x̂k)′].

Assume the estimator discards any data yk (or x̂s
k) that

are delayed by D times or more. Given the system and
the network delay models in Eqn (1)-(3), we are inter-
ested in the following problems.

(1) How should x̂k be computed?
(2) What is the relationship between Pk and D?
(3) For a given M ≥ 0 and ǫ ∈ [0, 1], what is the mini-

mum D such that

Pr[Pk ≤ M |D] ≥ 1 − ǫ.

In the rest of the paper, we provide solutions to the above
three problems for each of the two scenarios in Fig. 1.

The following terms that are frequently used in sub-
sequent sections are defined below. It is assumed that
(A, C, Q, R) are the same as they appear in Section 2;
λi(A) is the ith eigenvalue of the matrix A; X ∈ Sn

+
where Sn

+ is the set of n by n positive semi-definite ma-
trices; h, g : Sn

+ → Sn
+ are functions defined below; Yi is

a random variable where the underlying sample spaces
will be clear from its context.

ρ(A) , max
i

|λi(A)|

h(X) , AXA′ + Q

g(X) , h(X) − AXC′[CXC′ + R]−1CXA′

g̃(X) , X − XC′[CXC′ + R]−1CX

h ◦ g(X) , h(g(X))

Pr[Y1|Y2] , Pr[Y1] given Y2

3 Sensor without Computation Capability

In this section, we consider the first scenario in Fig. 1,
i.e., the sensor has no computation and sends yk to the
remote estimator. We assume C is full rank, and without
loss of generality, we assume C−1 exists. The general C
case will be considered in Section 4.1.
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3.1 Modified Kalman Filtering

Let γk
t be the indicator functor for yt at time k, t ≤ k,

which is defined as follows.

γk
t =

{

1, yt received at time k,

0, otherwise.

Further define γk−i ,
∑i

j=0 γ
k−j
k−i , i.e., γk−i indicates

whether yk−i is received by the estimator at or before k.

Assume x̂k−1 is optimal. Depending on whether yk is
received or not, i.e., γk

k = 1 or 0, (x̂k, Pk) is known to be
computed by a Modified Kalman Filter (MKF) [8]. We
write (x̂k, Pk) in compact form as follows.

(x̂k, Pk) = MKF(x̂k−1, Pk−1, γ
k
kyk)

which represents the follow set of equations:



































x̂−

k = Ax̂k−1,

P−

k = APk−1A
′ + Q,

Kk = P−

k C′[CP−

k C′ + R]−1,

x̂k = Ax̂k−1 + γk
kKk(yk − CAx̂k−1),

Pk = (I − γk
kKkC)P−

k .

Assume γk
k = 1 for all k, then MKF reduces to the

standard Kalman filter. In this case, P−

k and Pk can be
shown to satisfy

P−

k = g(P−

k−1), Pk = g̃ ◦ h(Pk−1).

Let P ∗ be the unique positive semi-definite solution 1 to
g(X) = X , i.e., P ∗ = g(P ∗). Define P as P , g̃(P ∗).
Then we have

g̃ ◦ h(P ) = g̃ ◦ h ◦ g̃(P ∗) = g̃ ◦ g(P ∗) = g̃(P ∗) = P ,

where we use the fact that h ◦ g̃ = g. In other words,

P ∗ = lim
k→∞

P−

k , P = lim
k→∞

Pk.

3.2 Optimal Estimation with Delayed Measurements

As yk−i may arrive at time k due to the delays intro-
duced by the network, we can improve the estimation
quality by recalculating x̂k−i utilizing the new available

1 Since (A, C) is assumed to be observable and (A,
√

Q)
controllable, from standard Kalman filtering analysis, P ∗

exists.

measurement yk−i. Once x̂k−i is updated, we can up-
date x̂k−i+1 in a similar fashion. This is the basic idea
contained in the flow diagram in Fig. 2. Theorem 3.1
summarizes the main estimation result.

Fig. 2. Optimal Estimation: Sensor without Computation
Capability

Theorem 3.1 Let yk−i, i ∈ [0, D−1] be the oldest mea-
surement received by the estimator at time k. Then x̂k is
computed by i + 1 Modified Kalman Filters as

(x̂k−i, Pk−i) = MKF(x̂k−i−1, Pk−i−1, yk−i)

(x̂k−i+1, Pk−i+1) = MKF(x̂k−i, Pk−i, γk−i+1yk−i+1)

...

(x̂k−1, Pk−1) = MKF(x̂k−2, Pk−2, γk−1yk−1)

(x̂k, Pk) = MKF(x̂k−1, Pk−1, γkyk).

Furthermore, D̂, the average number of MKF used at
each time k is given by

D̂ =

D−1
∏

i=1

(

1 − f(i)
)

+

D
∑

j=2

D−1
∏

i=j

(

1 − f(i)
)

f(j − 1)j, (4)

where
D−1
∏

i=D

(

1 − f(i)
)

, 1.

Proof: We know that the estimate x̂k is generated
from the estimate of x̂k−1 together with γkyk at time
k through a Modified Kalman Filter. Similarly, the
estimate x̂k−1 is generated from the estimate of x̂k−2

together with γk−1yk−1 at time k through a Modified
Kalman Filter, etc. This recursion for i + 1 steps corre-
sponds to the i + 1 Modified Kalman Filters stated in
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the theorem. Let D̂k be the number of MKF used at
each time k. Notice that 1 ≤ D̂k ≤ D. Thus

D̂ =

D
∑

j=1

jPr[D̂k = j].

Consider Pr[D̂k = 1]. Since D̂k = 1 iff γk
k−i = 0 for all

1 ≤ i ≤ D − 1, we have

Pr[D̂k = 1] = Pr[γk
k−i = 0, 1 ≤ i ≤ D − 1].

As Pr[γk
k−i = 0] = 1 − f(i), we obtain

Pr[D̂k = 1] =
D−1
∏

i=1

(

1 − f(i)
)

.

Similarly, for 2 ≤ j ≤ D − 1, we have

Pr[D̂k = j] =
D−1
∏

i=j

(

1 − f(i)
)

f(j − 1)

and when j = D,

Pr[D̂k = j] = f(D − 1).

Therefore we obtain D̂ in Eqn (4).

Remark 3.2 Notice that in the first MKF, γk
k−i =

1 and hence γk−i = 1. As a result, we simply write
γk−iyk−i = yk−i.

3.3 Lower and Upper Bounds of Pr[Pk ≤ M |D]

Since dk is random and described by the probability
mass function f , γk

k−i (i = 0, · · · , D−1) is also random.
As a consequence, Pk computed as in Theorem 3.1 is a
random variable. Define γ̂i(D) as

γ̂i(D) ,

{

∑i

j=0 f(j), if 0 ≤ i < D,
∑D−1

j=0 f(j), if i ≥ D.

Recall that γk−i indicates whether yk−i is received by
the estimator at or before k, so it is easy to verify that

Pr[γk−i = 1|D] = γ̂i(D). (5)

Define M , C−1RC−1′

. Then we have the following
result that shows the relationship between Pk and M .

Lemma 3.3 For any k ≥ 1, if γk = 1, then Pk ≤ M .

Proof: As γk = 1, we have Pk = g̃ ◦ h(Pk−1) ≤ M ,
where the inequality is from Lemma A.2 in Appendix A.

Remark 3.4 We can also interpret Lemma 3.3 as fol-
lows. One way to obtain an estimate x̃k when γk = 1 is
simply by inverting the measurement, i.e., x̃k = C−1yk.
Therefore

ẽk = C−1vk and P̃k = E[ẽkẽ
′

k] = C−1RC−1′

= M.

Since Kalman filter is optimal among the set of all linear
filters, we must have Pk ≤ P̃k = M .

Recall that P is defined in Section 3.1 as the steady state
error covariance for the Kalman filter. For M ≥ M , let
us define k1(M) and k2(M) as follows:

k1(M) , min{t ≥ 1 : ht(M) � M}, (6)

k2(M) , min{t ≥ 1 : ht(P ) � M}. (7)

We sometimes write ki(M) as ki, i = 1, 2 for simplicity
for the rest of the paper. The following lemma shows the
relationship between P and M as well as k1 and k2.

Lemma 3.5 (1) P ≤ M ; (2) k1 ≤ k2 whenever either
ki is finite, i = 1, 2.

Proof: (1) P = g̃(P ∗) ≤ M where the inequality is
from Lemma A.2 in Appendix A. (2) Without loss of
generality, we assume k2 is finite. If k1 is finite, and
k1 > k2, then according to their definitions, we must
have

M ≥ hk1−1(M) ≥ hk1−1(P̄ ) ≥ hk2(P̄ ),

which violates the definition of k2. Notice that we use
the property that h is nondecreasing as well as h(P̄ ) ≥ P̄
from Lemma A.1 and A.3 in Section A in the Appendix.
Similarly we can show that k1 cannot be infinite. There-
fore we must have k1 ≤ k2.

Lemma 3.6 Assume P0 ≥ P . Then Pk ≥ P for all
k ≥ 0.

Proof: Since MKF is used at each time k,

Pk = f̂k
k ◦ f̂k

k−1 · · · f̂k
1 (P0) ≥ P ,

where f̂k
k−i = h or f̂k

k−i = g̃ ◦ h depending on the packet

arrival sequence 2 . The inequality is from Lemma A.1 in
Appendix A.

2 Notice that we use the superscript k in f̂k

k−i to emphasize
that it depends on the current time k. For example, if dk−i =

i + 1, i.e., γk−i = 0 and γk+1

k−i
= 1, then f̂k

k−i = h and

f̂k+1

k−i
= g̃ ◦ h.
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Define Nk as the number of consecutive packets not re-
ceived by k, i.e.,

Nk , min{t ≥ 0 : γk−t = 1}. (8)

Define

θ(ki, D) ,

ki−1
∏

j=0

(

1 − γ̂j(D)
)

. (9)

It is easy to see that

θ(k1, D) ≥ θ(k2, D).

Lemma 3.7 Let k1, k2 and Nk be defined according to
Eqn (6)-(8). Then

Pr[Nk ≥ ki|D] = θ(ki, D), i = 1, 2. (10)

Proof:

Pr[Nk ≥ ki|D] = Pr[γk−i = 0, 0 ≤ i ≤ ki − 1|D]

= θ(ki, D).

Theorem 3.8 Assume P ≤ P0 ≤ M . For any M ≥ M ,
we have

1 − θ(k1, D) ≤ Pr[Pk ≤ M |D] ≤ 1 − θ(k2, D). (11)

Proof: We divide the proof into two parts. For the rest
of the proof, all probabilities are conditioned on the given
D. (1) Let us first prove 1− θ(k1, D) ≤ Pr[Pk ≤ M |D],
or in other words,

1 − Pr[Nk ≥ k1|D] ≤ Pr[Pk ≤ M |D].

As γk = 1 or 0, there are in total 2k possible realizations
of γ1 to γk as seen from Fig. 3. Let Σ1 denote those packet
arrival sequences of γ1 to γk such that Nk ≥ k1. Similarly
let Σ2 denote those packet arrival sequences such that
Nk < k1. Let Pk(σi) be the error covariance at time k
when the underlying packet arrival sequence is σi, where
σi ∈ Σi, i = 1, 2. Consider a particular σ2 ∈ Σ2. As
γk−k1+1 = 1, from Lemma 3.3, Pk−k1+1 ≤ M . Therefore
we have

Pk(σ2) ≤ hk1−1(Pk−k1+1) ≤ hk1−1(M) ≤ M,

where the first and second inequalities are from
Lemma A.1 in Appendix A and the last inequality is
from the definition of k1. In other words,

Pr[Pk ≤ M |σ2] = 1.

Fig. 3. Nk ≥ k1

Therefore we have

Pr[Pk ≤ M ] =
∑

σ∈Σ1∪Σ2

Pr[Pk ≤ M |σ]Pr(σ)

=
∑

σ1∈Σ1

Pr[Pk ≤ M |σ1]Pr(σ1)

+
∑

σ2∈Σ2

Pr[Pk ≤ M |σ2]Pr(σ2)

≥
∑

σ2∈Σ2

Pr[Pk ≤ M |σ2]Pr(σ2)

=
∑

σ2∈Σ2

Pr(σ2)

= Pr(Σ2)

= 1 − Pr(Σ1)

= 1 − Pr[Nk ≥ k1],

where the first equality is from the Total Probability
Theorem, the second equality holds as Σ1 and Σ2 are
disjoint, and the third inequality holds as the first sum
is non-negative. The rest equalities are easy to see.

(2) We now prove Pr[Pk ≤ M |D] ≤ 1 − θ(k2, D), or in
other words

Pr[Pk ≤ M |D] ≤ 1 − Pr[Nk ≥ k2|D].

Let Σ′

1 denote those packet arrival sequences of γ1 to γk

such that Nk ≥ k2 and Σ′

2 denote those packet arrival
sequences such that Nk < k2 (Fig. 4). Consider σ′

1 ∈ Σ′

1.
Let

s(σ′

1) = min{t ≥ 1 : γk−t = 1|σ′

1}.
As σ′

1 ∈ Σ′

1, we must have s ≥ k2. Consequently,

Pk(σ′

1) = hs(σ′

1
)(Pk−s(σ′

1
)) ≥ hs(σ′

1
)(P ),
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Fig. 4. Nk ≥ k2

where the inequality is from Lemma 3.6. Therefore we
conclude that

Pk(σ′

1) � M.

Otherwise
hs(σ′

1
)(P ) ≤ Pk(σ′

1) ≤ M,

which violates the definition of k2. In other words,

Pr[Pk ≤ M |σ′

1] = 0.

Therefore we have

Pr[Pk ≤ M ] =
∑

σ∈Σ1∪Σ2

Pr[Pk ≤ M |σ]Pr(σ)

=
∑

σ′

1
∈Σ′

1

Pr[Pk ≤ M |σ′

1]Pr(σ′

1)

+
∑

σ′

2
∈Σ′

2

Pr[Pk ≤ M |σ′

2]Pr(σ′

2)

=
∑

σ′

2
∈Σ′

2

Pr[Pk ≤ M |σ′

2]Pr(σ′

2)

≤
∑

σ′

2
∈Σ′

2

Pr(σ′

2)

= Pr(Σ′

2)

= 1 − Pr(Σ′

1)

= 1 − Pr[Nk ≥ k2],

where the inequality is from the fact that

Pr[Pk ≤ M |σ′

2] ≤ 1 for any σ′

2 ∈ Σ′

2.

3.4 Computing the Minimum D

Assume we require that

Pr[Pk ≤ M |D] ≥ 1 − ǫ, (12)

then according to Eqn (11), a sufficient condition is that

θ(k1, D) ≤ ǫ. (13)

And a necessary condition is that

θ(k2, D) ≤ ǫ. (14)

For a given M , define

ǫ1(M) , θ(k1, k1 − 1), (15)

ǫ2(M) , θ(k2, k2 − 1). (16)

3.4.1 Sufficient Minimum D

Notice that θ(k1, D) is decreasing when 1 ≤ D ≤ k1 − 1
and remains constant when D ≥ k1. Hence if ǫ < ǫ1(M),
no matter how large D is, there is no guarantee that
Pr[Pk ≤ M |D] ≥ 1−ǫ. If ǫ ≥ ǫ1(M), then the minimum
Ds such that guarantees Pr[Pk ≤ M |D] ≥ 1− ǫ is given
by

Ds = min{D : θ(k1, D) ≤ ǫ, 1 ≤ D ≤ k1 − 1}. (17)

3.4.2 Necessary Minimum D

Similarly, θ(k2, D) is decreasing when 1 ≤ D ≤ k2 − 1
and remains constant when D ≥ k2. Hence if ǫ < ǫ2(M),
no matter how large D is, it is guaranteed that Pr[Pk ≤
M |D] > 1− ǫ. If ǫ ≥ ǫ1(M), then the minimum Ds such
that it is possible that Pr[Pk ≤ M |D] ≥ 1−ǫ is given by

Ds = min{D : θ(k2, D) ≤ ǫ, 1 ≤ D ≤ k2 − 1}. (18)

Example 3.9 Consider Eqn (1) and (2) with

A = 1.4, C = 1, Q = 0.2, R = 0.5.

We model the packet delay as a poisson distribution with
mean d, i.e., the probability density function f(i) satisfies

f(i) =
die−d

i!
, i = 0, 1, · · ·

where d = E[dk] denotes the mean value of the packet
delay.

When M = 50, it is calculated that k1(M) = k2(M) = 7,
hence θ(k1, D) = θ(k2, D) and θ(7, 6) = 0.0313. Thus we
can find the minimum D that guarantees Pr[Pk ≤ 50] ≥
1 − ǫ for any ǫ ≥ 0.0313. For any ǫ < 0.0313, no matter
how large D is, Pr[Pk ≤ 50|D] < 1 − ǫ.
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Fig. 5. θ(ki, D) for different M

When M = 150, it is calculated that k1(M) = 8 and
k2(M) = 9, hence θ(k1, D) > θ(k2, D). We also find
that θ(8, 7) = 0.0042 and θ(9, 8) = 0.0003. Therefore
if ǫ > 0.0042, we can find minimum D that guarantees
Pr[Pk ≤ 150] ≥ 1− ǫ; if ǫ < 0.0003, no matter how large
D is, Pr[Pk ≤ 150|D] > 1 − ǫ.

Remark 3.10 We find the minimum D that gives the
desired filter performance, i.e., Pr[Pk ≤ M |D] ≥ 1−ǫ for
a given M and ǫ. We can also find the minimum D when
requiring E[Pk|D] to be stable, i.e., limk→∞ E[Pk|D] <
∞, and we provide the detailed analysis in Appendix B
using the theory developed in this section.

4 Sensor with Computation Capability

In this section, we consider the second scenario in Fig. 1,
i.e., the sensor has necessary computation capability and
sends x̂s

k to the remote estimator. We assume all the
variables in this section, e.g., γk

t , γk, etc are the same as
they are defined in Section 3 unless they are explicitly
defined.

Consider the case when k is sufficiently large so that
the Kalman filter enters steady state at the sensor side,
i.e., P s

k = P . It is clear that the optimal estimation
at the remote estimator is as follows. If γk = 1, then
x̂k = x̂s

k and Pk = P s
k = P . If γk = 0 and γk−1 = 1, then

x̂k = Ax̂s
k−1 and Pk = h(P ). This is repeated until we

examine γk−D+1. The full optimal estimation algorithm
is presented in Fig. 6.

Notice that in the first scenario (Fig. 2), i.e., sensor
has no computation capability, we examine the sequence
from γk

k−D+1 to γk
k , while in the the second scenario,

(Fig. 6), we examine the sequence from γk to γk−D+1.

Theorem 4.1 Assume k is sufficiently large such that
P s

k = P . For any M ≥ P , we have

Pr[Pk ≤ M |D] = 1 − θ(k2, D). (19)

Fig. 6. Optimal Estimation: Sensor with Computation Ca-
pability

.

Proof: For the rest of the proof, all probabilities are
conditioned on the given D. Let σ′

i and Σ′

i, i = 1, 2 be
defined in the same way as in the proof of Theorem 3.8
(see Fig. 4). Clearly for any σ′

2 ∈ Σ′

2,

Pk(σ′

2) ≤ hk2−1(P ) ≤ M

The first inequality is from the fact that γk−k2+1 = 1
and hence Pk−k2+1 = P . The second inequality is from
the definition of k2. In other words,

Pr[Pk ≤ M |σ′

2] = 1.

Similar to the proof of Theorem 3.8 , for σ′

1 ∈ Σ′

1, let us
define

s = s(σ′

1) , min{t ≥ 1 : γk−t = 1|σ′

1}.

As σ′

1 ∈ Σ′

1, s ≥ k2. Therefore

Pk(σ′

1) = hs(P ) � M.

In other words, Pr[Pk ≤ M |σ′

1] = 0. Therefore

Pr[Pk ≤ M ] =
∑

σ′∈Σ′

1
∪Σ′

2

Pr[Pk ≤ M |σ′]Pr(σ′)

=
∑

σ′

1
∈Σ′

1

Pr[Pk ≤ M |σ′

1]Pr(σ′

1)

+
∑

σ′

2
∈Σ′

2

Pr[Pk ≤ M |σ′

2]Pr(σ′

2)

=
∑

σ′

2
∈Σ′

2

Pr[Pk ≤ M |σ′

2]Pr(σ′

2)

=
∑

σ′

2
∈Σ′

2

Pr(σ′

2)

= Pr(Σ′

2)

= 1 − Pr(Σ′

1)

= 1 − Pr[Nk ≥ k2].
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Computing Pr[Nk ≥ k2|D] follows exactly the same
way as in Section 3.4. Since we have a strict equality in
Eqn (19), in order that

Pr[Pk ≤ M |D] ≥ 1 − ǫ

a necessary and sufficient condition is that

Pr[Nk ≥ k2] ≤ ǫ. (20)

Therefore the minimum D∗ that guarantees Eqn (20) to
hold is given by

D∗ = min{D : θ(k2, D) ≤ ǫ, 1 ≤ D ≤ k2 − 1}. (21)

Notice that since θ(k2, D) ≥ θ(k2, k2 − 1) = ǫ2(M), D∗

from the above equation exists if and only if ǫ ≥ ǫ2(M).

4.1 When C Is Not Full Rank

We use Theorem 4.1 to tackle the case when C is not full
rank for the first scenario, i.e., sensor without computa-
tion capability. Since (A, C) is observable, there exists r
(2 ≤ r ≤ n) such that















C

CA

· · ·
CAr−1















is full rank. In this section, we consider the special case

when r = 2, and in particular, we assume

[

C

CA

]−1

exists. The idea readily extends to the general case.

Unlike the case when C−1 exists, and yk is sent across the
network, here we assume that the previous measurement
yk−1 is sent along with yk. This only requires that the
sensor has a buffer that stores yk−1. Then if γk = 1, both
yk and yk−1 are received. Thus we can use the following
linear estimator to generate x̂k

x̂k = A

[

CA

C

]−1 [

yk

yk−1

]

.

The corresponding error covariance can be calculated as

Pk = AM1A
′ + Q,

where

M1 =

[

CA

C

]−1 [

CQC′ + R 0

0 R

][

CA

C

]−1′

.
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delay

f(i): d = 5

Fig. 7. Poisson distribution with d = 3 and d = 5

Therefore once the packet for time k is received, i.e.,
γk = 1, we have

Pk = AM1A
′ + Q , P̃ .

Now if we treat P̃ as the steady state error covariance
at the sensor side, i.e., by letting P s

k = P̃ , and define

kv , min{t ≥ 1 : ht(P̃ ) � M},

we immediately obtain

Pr[Pk ≤ M |D] = 1 − θ(kv, D). (22)

Remark 4.2 Though we give the exact expression of
Pr[Pk ≤ M |D] in Eqn (22), we have to point out that

θ(kv, D) ≥ θ(k2, D), as P̃ ≥ P due to the optimality of
Kalman filter. Thus the case that sensor has computa-
tion capability leads to better filter performance, which
is illustrated from the vector system example in the next
section.

5 Examples

5.1 Scalar System

Consider the same parameters as in Example 3.9, i.e.,

A = 1.4, C = 1, Q = 0.2, R = 0.5

and

f(i) =
die−d

i!
, i = 0, 1, · · ·

Fig. 7 shows the values of f(i) for 0 ≤ i ≤ 20 for d = 3
and 5 respectively.

5.1.1 Sensor without Computation Capability

We run a Monte Carlo simulation for different parame-
ters. Fig. 8 to 10 show the results when D and d take dif-
ferent values. From Fig. 11, we can see that both smaller

9
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Fig. 8. Pr[Pk ≤ M |D = 10], d = 5
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Fig. 9. Pr[Pk ≤ M |D = 10], d = 3
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Fig. 10. Pr[Pk ≤ M |D = 5], d = 3

d and larger D lead to larger Pr[Pk ≤ M |D], which
confirms the theory developed in this chapter. We also
notice that when d = 3, the filter’s performances using
D = 10 and D = 5 only differ slightly (though the for-
mer one is better than the latter one), which confirms
that using a large buffer may not improve the filter per-
formance drastically.
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Fig. 11. Comparison of the three simulations

0 5 10 15 20 25 30 35 40 45 50
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

M

Predicted Value

Pr[P
k
 <= M]

Fig. 12. Pr[Pk ≤ M |D = 10], d = 5

5.1.2 Sensor with Computation Capability

We run a Monte Carlo simulation for the case when the
sensor has computation capability. Fig. 12 shows the
result when D = 10 and d = 5. As we can see, the
predicted value ofPr[Pk ≤ M |D] from Eqn (19) matches
well with the actual value.

5.2 Vector System

Consider a vehicle moving in a two dimensional space
according to the standard constant acceleration model,
which assumes that the vehicle has zero acceleration ex-
cept for a small perturbation. The state of the vehicle
consists of its x and y positions as well as velocities.
Assume a sensor measures the positions of the vehicle
and sends the measurements to a remote estimator over
a packet-delaying network. The system parameters are
given according to Eqn (1)-(2) as follows:

A =















1 0 0.5 0

0 1 0 0.5

0 0 1 0

0 0 0 1















, C =

[

1 0 0 0

0 1 0 0

]

.
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Fig. 13. Pr[Pk ≤ M |D = 5], d = 3

The process and measurement noise covariances are Q =
diag(0.01, 0.01, 0.01, 0.01) and R = diag(0.001, 0.001).
We assume the same delay profile as in the scalar system
example with D = 5 and d = 3.

We run a Monte Carlo simulation for both cases when the
sensor has or has not computation capability. As we can
see from Fig. 13, the predicted values of Pr[Pk ≤ M |D]
from Eqn (19) and Eqn (22) match well with the actual
values. We also notice that when sensor has computation
capability, the actual filter performance is better than
when sensor has no computation capability, as stated
in Remark 4.2. In Fig. 13, the M in the x-axis means
M × I4, where I4 is the identity matrix of dimension 4.

6 Conclusion

In this paper, we have considered Kalman filtering over
a packet-delaying network. Given the distribution of the
network induced delay as well as the size of the buffer
at the remote estimator, we have characterized the error
covariance via a probabilistic approach, i.e., by finding
Pr[Pk ≤ M ]. When measurement data is sent, we give
lower and upper bounds on Pr[Pk ≤ M ]; when estimate
data is sent, we provide an exact form on Pr[Pk ≤ M ].

There are many interesting work that lie ahead which in-
clude: closing the loop using the filtering algorithms pro-
posed in the paper and study closed loop performance;
experimentally evaluate the algorithms and theory de-
veloped in the paper; extend the results to multi sensor
scenarios.

A Supporting Lemmas

Lemma A.1 For any 0 ≤ X ≤ Y ,

h(X) ≤ h(Y ), g(X) ≤ g(Y ),

g̃(X) ≤ g̃(Y ), g̃(X) ≤ X,

h ◦ g̃(X) = g(X), g(X) ≤ h(X).

Proof: h(X) ≤ h(Y ) holds as h(X) is affine in X . Proof
for g(X) ≤ g(Y ) can be found in Lemma 1-c in [8]. As
g̃ is a special form of g by setting A = I and Q = 0, we
immediately obtain g̃(X) ≤ g̃(Y ). Next we have

g̃(X) = X − XC′[CXC′ + R]−1CX ≤ X

and

h ◦ g̃(X) = h(X − XC′[CXC′ + R]−1CX)

= A(X − XC′[CXC′ + R]−1CX)A′ + Q

= g(X).

Finally we have

g(X) = h(X) − AXC′[CXC′ + R]−1CXA′ ≤ h(X).

Lemma A.2 For any X ≥ 0, g̃(X) ≤ M .

Proof: For any t > 0, we have

g̃(tM) =
t

t + 1
M ≤ M.

For all X ≥ 0, since M > 0, it is clear that there exists
t1 > 0 such that t1M > X . Therefore

g̃(X) ≤ g̃(t1M) ≤ M.

Lemma A.3 P ≤ h(P ).

Proof:

h(P ) = h ◦ g̃(P ∗) = g(P ∗) = P ∗ ≥ g̃(P ∗) = P ,

where the first and the last equality are from the defini-
tion of P , the third equality is from the definition of P ∗.
The rest equality and inequality are from Lemma A.1.

Lemma A.4 Let X be a continuous random variable
defined on [0,∞) and let F (x) = Pr[X ≤ x]. Then

E[X ] =

∫

∞

0

[1 − F (x)]dx.

Proof: See Lemma (4) in [24], page 93.

B Evaluate E[Pk|D] and its Stability

Consider Eqn (1) and (2) with

A = a > 1, Q = q > 0, C = c > 0, R = r > 0.
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For scalar systems, Pr[Pk ≤ M ] is the cumulative dis-
tribution function of the random variable Pk (for a given
D). Therefore we can find E[Pk] from Theorem 3.8 or
Theorem 4.1 by using Lemma A.4 in Appendix A, i.e.,
we write E[Pk] as

E[Pk] =

∫

∞

0

(1 − Pr[Pk ≤ M ])dM

=

∫ M

0

(1 − Pr[Pk ≤ M ])dM

+

∫

∞

M

(1 − Pr[Pk ≤ M ])dM.

Let us consider the case when sensor has no computation
capability. The following results extends trivially to the
case when sensor has computation capability. Using the
fact

0 ≤ Pr[Pk ≤ M ] ≤ 1,

we have

E[Pk]≤M +

∫

∞

M

(1 − Pr[Pk ≤ M ])dM

≤M +

∫

∞

M

θ(k1, D)dM,

and

E[Pk]≥
∫

∞

M

(1 − Pr[Pk ≤ M ])dM,

≥
∫

∞

M

θ(k2, D)dM.

Recall that k1(M) = min{t ≥ 1 : ht(M) � M} and

ht(M) = a2tM + q(1 + a2 + · · · + a2t−2)

= (M +
q

a2 − 1
)a2t − q

a2 − 1
= c1a

2t − c2

where

c1 = M +
q

a2 − 1
, c2 =

q

a2 − 1
,

therefore for any t ≥ 1,

k1(M) = t, if c1a
2t−2 − c2 ≤ M < c1a

2t − c2.

Therefore

E[Pk]≤M +

∫

∞

M

θ(k1, D)dM

= M +

∞
∑

t=1

(c1a
2t − c1a

2t−2)θ(t, D), (B.1)

and

E[Pk]≥
∫

∞

M

θ(k2, D)dM

=
∞
∑

t=1

(c′1a
2t − c′1a

2t−2)θ(t, D), (B.2)

where c′1 = P + q

a2−1 .

Lemma B.1 The minimum D that guarantees

lim
k→∞

E[Pk|D] < ∞

is given by

Dmin = min{d :

d−1
∑

i=0

f(i) > 1 − 1

a2
}. (B.3)

Any other D < Dmin leads to

lim
k→∞

E[Pk|D] = ∞.

Proof: Recall that θ(ki, D) is defined in Eqn (9) as

θ(ki, D) =

ki−1
∏

j=0

(

1 − γ̂j(D)
)

,

and γ̂i(D) = γ̂D for any i ≥ D. Thus from Eqn (B.1), in
order that E[Pk|D] < ∞, it is sufficient that

1 − γ̂D <
1

a2
,

or in other words,

D−1
∑

i=0

f(i) > 1 − 1

a2
.

Similarly, if D < Dmin, i.e.,

1 − γ̂D ≥ 1

a2
,

then from Eqn (B.2),

lim
k→∞

E[Pk|D] = ∞.
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